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(57)Abstract: 

PROBLEM TO BE SOLVED: To deter unauthorized 
use of contents. 

SOLUTION: A key management section 31 
discriminates whether an authentication key of an 
application is regular and controls a contents 
protection section 25 to execute 
transmission/reception of the contents of the 
application, only when the key management section 
31 decides that the contents are regular. An 
encrypting/decoding section 32 enciphers the 
decoded contents by using an cryptographic key 
entered from the key management section 31 and 
provides an output of the result to a cipher 
information adding section 33. The cipher 
information adding section 33 adds cipher 
information to the ciphered contents from the 
ciphering and deciphering section 32 to provide an 
output of the result to the application. 



[Detailed Description of the Invention] 

[0001] [Field of the lnvention]About information processing equipment, a method, and a 
distribution medium, especially this invention is used, when deterring the illegal use of 
contents, and it relates to suitable information processing equipment, a method, and a 
distribution medium. 

[0002] [Description of the Prior Art]the contents (for example, the audio information 
currently recorded on CD (Compact Disc).) from which copyright is protected 
conventionally In order to deter that the AV information etc. which are recorded on DVD 
(Digital Versatile Disc) are reproduced unjustly, To the equipment which can record 
contents (for example, MD (Mini Disc) recorder, a CD-R recorder, DV (Digital Video) 
recorder, etc.). SCMS (Serial Copy Management System) or CGMS (Copy Generation 
Management System) is adopted. In SCMS or CGMS, predetermined information was 
added to contents and the number of times which can be copied is restricted based on 
the information. 

[0003]lt became possible to communicate contents via an IEEE1394 bus these days 
between the AV device and personal computer which reproduce or record contents. In 
the personal computer, the contents mentioned above were played and recorded with 
improvement in the speed of CPU (Central Processing Unit), or large-scale-izing of a 
hard disk, and it became possible to edit further. 

[0004] [Problem to be solved by the invention]Therefore, when an inaccurate application 
program which alters intentionally the information added to the contents mentioned 
above was installed in the personal computer, the problem which cannot deter that 
contents will be copied illegally occurred. 

[0005]ln [ this invention is made in view of such a situation, and ] a personal computer, 
It enables it to deter the illegal use of the contents using an inaccurate application 
program by enciphering contents just before an application program is supplied. 
[0006] [Means for solving problem jwritten this invention is characterized by it having 
been alike and comprising the following at Claim 1 . 

The encryption key creating means which generates an encryption key using the source 
key corresponding to the copyright information added to the contents inputted. 
The encoding means which enciphers contents using an encryption key. 
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The judging means which judges the justification of an application program using the 
authentication key inputted from an application program. 

The secret key generating means which generates a secret key using the authentication 

key inputted from an application program, The feeding means which supplies the 

encryption key enciphered using the secret key which the secret key generating means 

generated, and the contents enciphered by the encoding means to an application 

program corresponding to the decided result of a judging means. 

[0007][0007]. ******** is characterized by it having been alike and comprising the 

following. 

The encryption key with which a disposal method generates an encryption key using the 
source key corresponding to the copyright information added to the contents inputted. 
Dark which enciphers contents as a step using an encryption key. 
The justification of an application program is judged using the authentication key 
inputted as a step from an application program. 

A step and the secret key generation step which generates a secret key using the 
authentication key inputted from an application program, The encryption key enciphered 
using the secret key generated by the secret key generation step and the contents 
enciphered at the encryption step are supplied to an application program corresponding 
to the decided result of a determination step. 

[0008]The encryption key generation step which generates an encryption key using the 
source key corresponding to the copyright information added to the contents into which 
the distribution medium according to claim 4 is inputted. The encryption step which 
enciphers contents using an encryption key, and the determination step which judges 
the justification of an application program using the authentication key inputted from an 
application program. The secret key generation step which generates a secret key using 
the authentication key inputted from an application program. The encryption key 
enciphered using the secret key generated by the secret key generation step and the 
contents enciphered at the encryption step are corresponded to the decided result of a 
determination step, The program which the computer which makes information 
processing equipment perform processing containing the supply step supplied to an 
application program can read is provided. 
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[0009]ln the information processing equipment according to claim 1, the information 
processing method according to claim 3, and the distribution medium according to claim 
4, an encryption key is generated using the source key corresponding to the copyright 
information added to the contents inputted, and contents are enciphered using an 
encryption key. A secret key is generated using the authentication key inputted from an 
application program, the justification of an application program is judged, and it 
corresponds to the decided result. The encryption key enciphered using the secret key 
and the contents enciphered are supplied to an application program. 
[0010] [Mode for carrying out the inventionjThe example of composition of the personal 
computer which applied this invention is explained with reference to drawing 1 . This 
personal computer (PC) 1 is connected with the apparatus (for example, the DV 
recorder (DVR) 3 as shown in drawing 1 , the set top box (STB) 4, and hard disk (HDD) 
5 grade) which can treat contents via IEEE1394 bus 2. The contents which 
communicate via IEEE1394 bus 2, CPTWG (Copyprotection.) The system to which the 
license management company DTLA (Digital Transmission Licensing Administrator) 
recommended by TechnicalWorking Group licenses (hereafter) It is based on describing 
it as a DTLA system, and is enciphered. 

[0011]The personal computer 1 comprises the IEEE1394 interface 1 1 connected via the 
bus 16, CPU12, RAM13, R0M14, and the hard disk 15. The IEEE1394 interface 1 1 via 
IEEE1394 bus 2, . Start the contents inputted from other apparatus (DVR3 grade) with 
the personal computer 1 . The application program (the application program in which 
reproduction, record, edit, etc. are possible is only hereafter described to be application 
to the contents started) in which reproduction, record, edit, etc. are possible is supplied 
to contents. The IEEE1394 interface 1 1 outputs the contents which application 
processed to other apparatus via IEEE1394 bus 2. 

[0012]The application program is memorized by the hard disk 15, by the control of 
CPU 12 based on BIOS memorized by ROM 14, is transmitted to RAM 13 and started. 
Although the peculiar authentication key Kn is given from the administrator of a 
ciphering system like DTLA to this application program. In order to obtain this 
authentication key Kn, in the work origin of an application program, a user needs to vow 
in a contract etc. not using unjustly the contents from which copyright is protected. The 
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term of a system as used herein means the overall equipment constituted by two or 
more equipment, a means, etc. 

[0013]Here, the binary used as ID and the pair of Signature is contained in the 
authentication key Kn, and the result of having applied the predetermined computing 
equation to one side serves as another side. It can check that it is a right pair by 
applying a predetermined computing equation to both sides. Only the lock management 
department 31 (drawing 3) knows this predetermined computing equation, namely, can 
judge the justification of the authentication key Kn. Since it is dramatically difficult to ask 
for a predetermined computing equation by the inverse operation using ID and 
Signature, it is impossible to forge the authentication key Kn as a matter of fact. 
[0014] Drawing 2 shows the detailed example of composition of the IEEE1394 interface 
1 1 . The control section 21 controls each part of the IEEE1 394 interface 1 1 . The input 
output section 22 receives the contents enciphered by the DTLA system inputted from 
IEEE1394 bus 2, and outputs them to the CCI (Copy Control Infomation) primary 
detecting element 23. Although the CCI primary detecting element 23 supplies the 
contents inputted from the input output section 22 to DTLA encryption and the decoding 
part 24, in that case, it detects CCI (2 bits) currently recorded on the header of contents, 
and supplies the control section 21 , DTLA encryption and a decoding part 24, and the 
contents protecting part 25. 

[001 5]CCI is information which shows control of the copy permitted to the contents to 
which self is added, and there are four kinds of State, 00, 10, 01 , and 1 1 . When CCI is 
00 (Copy free), it means that the copy of the number of times of unrestricted is 
permitted to corresponding contents. When the State of CCI is 10 (One Generator Copy 
Possible), it means that the copy is permitted only once to corresponding contents. 
When the State of CCI is 01 (No More Copy), the State of CCI is what reproduced the 
contents which are 10 (the 2nd generation), and corresponding contents mean that the 
copy is not permitted to this. When the State of CCI is 1 1 (Never copy), it means that 
the copy is not permitted to corresponding contents. 

[0016]DTLA encryption and the decoding part 24 decode the contents enciphered by 
the DTLA system inputted from the CCI primary detecting element 23, and outputs them 
to the contents protecting part 25. A DTLA system uses DTLA encryption and the 
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decoding part 24, it enciphers, and outputs the contents inputted from the contents 
protecting part 25 to the input output section 22. The encryption and decoding in DTLA 
encryption and the decoding part 24 are performed after the mutual recognition work 
defined by the DTLA system between DTLA encryption and the decoding part 24, and 
the equipment (DVR3 grade) that outputted contents is completed. 
[0017]The contents protecting part 25 enciphers the contents inputted from DTLA 
encryption and the decoding part 24, and supplies them to application. The contents 
protecting part 25 decodes the contents which are inputted from application and which 
are enciphered, and supplies them to DTLA encryption and the decoding part 24. The 
key storage part 26 has memorized two or more source keys Ks used for the encryption 
processing in the contents protecting part 25 for every State of CCI. 
[0018] Dravv ing 3 shows the detailed example of composition of the contents protecting 
part 25. Only when it judges with the lock management department 31 judging whether 
the authentication key Kn inputted from the lock management department 41 (drawing 
4) of application is regular, and its authentication key Kn being regular, each part of the 
contents protecting part 25 is controlled to perform transfer of contents with application. 
[0019]Namely, the lock management department 31 applies a predetermined computing 
equation to ID contained in the authentication key Kn from application, When it judged 
whether it would be equal to Signature to which the result corresponds and judges with 
the result of an operation being equal to Signature (the authentication key Kn is 
regular). By applying a predetermined computing equation to ID and Signature, When it 
judges whether it is a right pair and judges with it being a right pair, the source key Ks 
corresponding to the State of CCI inputted from the CCI primary detecting element 23 is 
read, the encryption key Kc is generated using the source key Ks and a random 
number, and encryption and the decoding part 32 are supplied. The encryption key Kc 
is updated by predetermined every cycle (for example, for 30 seconds thru/or for 120 
seconds). Whenever the lock management department 31 updates the encryption key 
Kc, it outputs the State of CCI to the coding information adjunct 33. The lock 
management department 31 generates the secret key Ka based on the information for 
secret key Ka calculation, including the authentication key etc. which are inputted from 
the lock management department 41 of application, enciphers using the secret key Ka 
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and outputs the encryption key Kc to the lock management department 41 . 
[0020]Encryption and the decoding part 32 encipher using the encryption key Kc from 
the lock management department 31, and outputs the contents decoded from DTLA 
encryption and the decoding part 24 to the coding information adjunct 33. Encryption 
and the decoding part 32 decode the contents enciphered from the coding information 
adjunct 33, and outputs them to DTLA encryption and the decoding part 24. 
[0021 ]The coding information adjunct 33 adds the coding information of even changed 
to them whenever the State (2 bits) of CCI and the encryption key Kc are updated by 
the contents enciphered from encryption and the decoding part 32, or odd (1 bit), It 
outputs to the coding information analyzing parts 42 ( drawing 4 ) of application. The 
coding information adjunct 33 outputs the contents enciphered from the coding 
information analyzing parts 42 to encryption and the decoding part 32. 
[0022 1Drawing 4 shows the functional block diagram of the application in which 
reproduction, record, edit, etc. are possible to contents. The lock management 
department 41 outputs the memorized authentication key Kn to the lock management 
department 31 of the contents protecting part 25 with the information for secret key Ka 
calculation, before it has memorized the authentication key Kn given to the application 
program and application starts transfer of contents. The lock management department 
41 corresponds to the information which shows whether the information (even or odd) 
which shows renewal of the encryption key Kc which is inputted from the coding 
information analyzing parts 42, and which is contained in coding information was 
changed. The encryption key Kc enciphered with the secret key Ka from the lock 
management department 31 is decoded, and it outputs to encryption and the decoding 
part 43. 

[0023]The coding information analyzing parts 42 output the contents which are inputted 
from the coding information adjunct 33 and which are enciphered with the encryption 
key Kc to encryption and the decoding part 43, and output the coding information added 
to the lock management department 41 . The coding information analyzing parts 42 
output the contents enciphered from encryption and the decoding part 43 to the coding 
information adjunct 33. 

[0024]Encryption and the decoding part 43 decode the contents enciphered with the 
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encryption key Kc inputted from the coding information analyzing parts 42 using the 
encryption key Kc from the lock management department 41 , and outputs them to the 

contents treating part 44. Encryption and the decoding part 43 encipher the contents 
inputted from the contents treating part 44, and outputs them to the coding information 
analyzing parts 42. 

[0025]The contents treating part 44 performs processings (reproduction, record, or edit) 
corresponding to a user's operation to the inputted contents. Since CCI contained in the 
coding information which the coding information analyzing parts 42 analyzed is supplied 
to the contents treating part 44, in the contents treating part 44, processings (copy 
exceeding restricted frequency, etc.) which are contrary to CCI are not performed. 
[0026]lf the IEEE1394 interface 1 1 is realized by one LSI (Large Scale Integrated 
circuit), it will become possible to deter a malfeasance which reads the contents 
decoded from the middle of the circuit. 

[0027]Next, the processing which inputs contents into application is explained with 
reference to the flow chart of drawing 5 . The contents as which this input process is 
enciphered by the IEEE1394 interface 1 1 by the DTLA system are inputted, The CCI is 
detected in the CCI primary detecting element 23, and is inputted into the lock 
management department 31 of the contents protecting part 25, and after the contents 
enciphered by the DTLA system are decoded by DTLA encryption and the decoding 
part 24 and are inputted into encryption and the decoding part 32 of the contents 
protecting part 25, it performs. 

[0028]ln Step SI , the lock management department 41 of application outputs the 
demand of a contents input, the memorized authentication key Kn, and the information 
for secret key Ka calculation, and the lock management department 31 of the contents 
protecting part 25 receives them. 

[0029]ln Step S2, when it judges whether the authentication key Kn from the lock 
management department 41 is regular and judges with the authentication key Kn being 
regular, he follows the lock management department 31 to Step S3. 
[0030] In Step S3, the lock management department 31 reads the source key Ks 
corresponding to the State of CCI from the key storage part 26, generates the 
encryption key Kc using the source key Ks and a random number, and outputs it to 
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encryption and the decoding part 32. The lock management department 31 resets to 0 
the timer which measures the timing which updates the encryption key Kc. 
[0031 ]ln step S4, the lock management department 31 generates the secret key Ka 
using the information for secret key Ka calculation, further, enciphers the encryption key 
Kc using the secret key Ka, and outputs it to the lock management department 41 of 
application. The lock management department 41 decodes the encryption key Kc. 
[0032]ln Step S5, encryption and the decoding part 32 encipher using the encryption 
key Kc from the lock management department 31 , and outputs the contents decoded 
from DTLA encryption and the decoding part 24 to the coding information adjunct 33. 
[0033]ln Step S6, the coding information adjunct 33, The coding information which 
comprises the information (in now the encryption key Kc is even since it is not updated) 
which shows the State of CCI and renewal of the encryption key Kc is generated, and it 
adds to the contents enciphered from encryption and the decoding part 32, and outputs 
to the coding information analyzing parts 42 of application. The coding information 
analyzing parts 42 judge whether the information which shows the renewal of the 
encryption key Kc included in coding information is changed, and output a decided 
result to the lock management department 41. The lock management department 41 
supplies the present encryption key Kc to encryption and the decoding part 43 based on 
this decided result. Encryption and the decoding part 43 decode contents using the 
encryption key Kc, and outputs them to the contents treating part 44. 
[0034]ln Step S7, when it judges whether all the contents were outputted to application 
from the contents protecting part 25 and judges with outputting no contents, he follows 
the lock management department 31 to Step S8. In Step S8, by referring to a self timer, 
the lock management department 31 detects time when the present encryption key Kc 
is used, and judges whether the time went through predetermined time (for 30 seconds 
thru/or for 120 seconds). When judged with time when the present encryption key Kc is 
used not having gone through predetermined time, it returns to Step S5 and processing 
after it is repeated. 

[0035]Then, in Step S8, when it judges that a hour of use of the present encryption key 
Kc went through predetermined time, it progresses to step S9. In step S9, the lock 
management department 31 generates the encryption key Kc using the source key Ks 
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and a random number generated again (updating), and outputs it to encryption and the 
decoding part 32. The lock management department 31 resets a self timer to 0. 
[0036]Then, it returns to step S4, and subsequent processings are repeated until it is 
judged with having outputted all the contents at Step S7. However, since the encryption 
key Kc is updated by step S9, information which shows renewal of the encryption key 
Kc included in coding information added at Step S6 is changed from even to odd. 
Corresponding to information which shows renewal of this encryption key Kc, the 
encryption key Kc supplied to encryption and the decoding part 32 from the lock 
management department 41 is also updated. 

[0037]ln Step S2, when judged with the authentication key Kn not being regular, it 
progresses to Step S10. In Step S10, the lock management department 31 reports that 
it cannot be attested to the lock management department 41 of application. 
[0038]Next, the processing which outputs the contents processed with application to 
IEEE1394 bus 2 is explained with reference to the flow chart of drawing 6 . This output 
process is performed after the contents edited in the contents treating part 44 of 
application are inputted into encryption and the decoding part 43. 
[0039]ln Step S21 , the lock management department 41 of application outputs the State 
of CCI set up to the demand of a contents output, the memorized authentication key Kn, 
the information for secret key Ka calculation, and the contents to output to the lock 
management department 31 of the contents protecting part 25. 
[0040]ln Step S22, when it judges whether the authentication key Kn from the lock 
management department 41 is regular and judges with the authentication key Kn being 
regular, he follows the lock management department 31 to Step S23. 
[0041 jln Step S23, the lock management department 31 reads the source key Ks 
corresponding to the State of CCI inputted from the lock management department 41 
from the key storage part 26, generates the encryption key Kc using the source key Ks 
and a random number, and supplies it to encryption and the decoding part 32. In Step 
S24, the lock management department 31 generates the secret key Ka using the 
information for secret key Ka calculation from the lock management department 41 , 
enciphers further the encryption key Kc generated at Step S22 using the secret key Ka, 
and outputs it to the lock management department 41 of application. The lock 
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management department 41 decodes the encryption key Kc, and outputs it to 
encryption and the decoding part 43. 

[0042]ln Step S25, encryption and the decoding part 43 of application encipher the 
contents inputted from the contents treating part 44 using the encryption key Kc from 
the locl< management department 41 , and outputs them to encryption and the decoding 
part 32 via the coding information analyzing parts 42 and the coding information adjunct 
33. 

[0043] In Step S26, encryption and the decoding part 32 decode the contents 
enciphered from application (encryption and decoding part 43) using the encryption key 
Kc inputted from the lock management department 31 at Step S23, and outputs them to 
DTLA encryption and the decoding part 24. 

[0044]ln Step S27, DTLA encryption and the decoding part 24 encipher by a DTLA 
system, and outputs the contents which were inputted from encryption and the decoding 
part 32 of the contents protecting part 25 and which are decoded to the input output 
section 22. 

[0045] In Step S28, the input output section 22 outputs the contents enciphered by the 
DTLA system from DTLA encryption and the decoding part 24 to IEEE1394 bus 2. 
[0046]ln Step S22, when judged with the authentication key Kn not being regular, it 
progresses to Step S29. In Step S29, the lock management department 31 reports that 
it cannot be attested to the lock management department 41 of application. 
[0047]lt may be made to change the encryption key Kc periodically like the input 
process mentioned above also in this output process. 

[0048]as mentioned above, according to this embodiment, boil the contents protecting 
part 25 of the IEEE1394 interface 1 1 only to application with the regular authentication 
key Kn to deliver and receive contents - now, ******. However, the application which 
can perform the illegal copy of contents, etc. acquires the regular authentication key Kn 
by a certain method, and it is also considered that contents will be used unjustly. In 
then, the lock management department 31 of the contents protecting part 25 which 
judges the justification of the authentication key Kn in this invention. Make the 
RIBOKESHON list in which the authentication key Kn used unjustly is registered 
memorize, and in the case of authenticating processing the lock management 
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department 31 , In addition to the judgment of the compatibility of ID contained in the 
authentication key Kn, and Signature, it is made to perform collation with a 
RIBOKESHON list, It is made as [judge / with the authentication key Kn registered into 
the RIBOKESHON list being regular even if ID and Signature serve as a pair ]. 
[0049]About this RIBOKESHON list, how to distribute that newest thing to the lock 
management department 31 via the network of the Internet or IEEE1394 bus 2 grade 
can be considered. As a utilizing method of this RIBOKESHON list, how to register the 
authentication key Kn separately, and the methods (for example, the predetermined bit 
by the side of MSB (Most Significant Bit) of ID of the authentication key Kn is specified) 
of registering two or more authentication keys Kn collectively can be considered. It 
becomes possible to make it judge that all the applications which the specific software 
maker (software maker where the violation to the agreement vowed when acquiring the 
authentication key Kn was revealed) manufactured, for example are not regular by the 
method of registering two or more authentication keys Kn collectively. 
[0050] If the output of the contents from the contents protecting part 25 to application is 
detected and the owner of the copyright of contents and the administrator of a ciphering 
system are notified of the number of times via the Internet etc., It becomes possible to 
having used contents and a ciphering system to charge a user or to grasp the operating 
condition of a ciphering system. 

[0051]This invention can be applied to the isochronous packet of the contents 
transmitted to an IEEE1394 bus, an asynchronous packet, and the packet of the 
contents transmitted to other transmission media. 

[0052]A user can be provided with the computer program which performs each above- 
mentioned processing via network distribution media, such as the Internet and a digital 
satellite, besides the distribution medium which consists of information recording media, 
such as a magnetic disk and CD-ROM. 

[0053] [Effect of the InventionjAs mentioned above, according to the information 
processing equipment according to claim 1 , the information processing method 
according to claim 3, and the distribution medium according to claim 4. Judge the 
justification of an application program using an authentication key, and it corresponds to 
the decided result. Since the contents enciphered with the encryption key enciphered 
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using the secret key and the encryption key were supplied to the application program, it 
becomes possible to deter the illegal use of contents. 
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[Claim(s)] 

[Claim 1]ln information processing equipment which executes an application program 
which can edit contents to which copyright information is added, and has an 
authentication key and a secret key, An encryption key creating means which generates 
an encryption key using a source key corresponding to said copyright information added 
to said contents inputted, An encoding means which enciphers said contents using said 
encryption key, and a judging means which judges the justification of said application 
program using said authentication key inputted from said application program, A secret 
key generating means which generates a secret key using an authentication key 
inputted from said application program. Information processing equipment including a 
feeding means which supplies said encryption key enciphered using said secret key 
which said secret key generating means generated, and said contents enciphered by 
said encoding means to said application program corresponding to a decided result of 
said judging means. 

[Claim 2]The information processing equipment according to claim 1, wherein said 
judging means judges the justification of said authentication key by referring to a 
RIBOKESHON list. 

[Claim 3]An information processing method of information processing equipment which 
executes an application program which can edit contents to which copyright information 
is added, and has an authentication key and a secret key characterized by comprising 
the following. 

An encryption key generation step which generates an encryption key using a source 

key corresponding to said copyright information added to said contents inputted. 

An encryption step which enciphers said contents using said encryption key. 

A determination step which judges the justification of said application program using 

said authentication key inputted from said application program. 

A secret key generation step which generates a secret key using an authentication key 

inputted from said application program. 

A supply step which supplies said encryption key enciphered using said secret key 
generated by said secret key generation step, and said contents enciphered at said 
encryption step to said application program corresponding to a decided result of said 
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determination step. 



[Claim 4]A distribution medium providing a program wliicli a computer characterized by 
comprising tlie following which performs processing can read. 

To information processing equipment which executes an application program which can 
edit contents to which copyright information is added, and has an authentication key 
and a secret key. An encryption key generation step which generates an encryption key 
using a source key corresponding to said copyright information added to said contents 
inputted. 

An encryption step which enciphers said contents using said encryption key. 

A determination step which judges the justification of said application program using 

said authentication key inputted from said application program. 

A secret key generation step which generates a secret key using an authentication key 

inputted from said application program, A supply step which supplies said encryption 

key enciphered using said secret key generated by said secret key generation step, and 

said contents enciphered at said encryption step to said application program 

corresponding to a decided result of said determination step. 
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HtcmLT. tulBT'^Uy— >a>^P<?~5Alct4^ 

a= 

Tyj^-'yayya^^h^m^it^mmmmmm 

A;':*ti;5tuiBP>5^>'yic#i)p#nTi^«BuiB«f^ 



tuiBiii^li^ffli^TtuiB=i>5^>'y^Bi^{br«Bi^ft 

X5^-y^<!:. 

tu IBZ T' U y - 5/ a > ^ P A 6 A;': * ti;5 tulBlfl 
Ea^ffl 0^ T tulBZ ^ U y — > a > ^ P A(7)IE ^'tt 

mByyv^-'yayya^'^hf^Bxtii^tim'^mi 

Bi^fb L/ctulBBi^a. iSJctf tulBBi^ftXx -y ^T-Bi 
LfctulBzi >x yy^. tulBWSXx -y ^(DWSIS 
^tC)ittj^;Lr. tulBZ^U-Jr— >3>^P<?"5A[cf±i|& 

t ^^mx^^yy t^^tiVm^miiE^^^y^^- 

[000 1] 

[0 0 0 2] 

[^^(Dmn 'm. mmimm^nxi^^ziy^y 

7 mXli. CD (Compact Disc) tciB®#nTl^«;t-x 
'TTl-x— ?s DVDCDigital Versatile Disc) IcfBii^n 
Tl^SAVx— ?^) 3^1El€mmt^tl^<=.t^m±t^ 

tcmz^ =\y^yy^K.m^mrj:mm mm. mmn 

i Disc) CD-RU=1-^. DV(Digital Video) U 

Zi—^^) lz[i. SCMSCSerial Copy Management Syste 
m)^ $fcliCGMS(Copy Generation Management System) 

*W^nro^5o scMs-¥'CGMsici5o^Tii. =i>x>'y 
[0 0 0 3] ^/c. =i>x>'y^s^. */caiB 

^r«AV$ia<!:/\-y:f;U=i>tfa— 5f<!:<DFaf\ IEEE 
LT=i >5^>'y^iifflr 5 C <!:)fj«pIt6<!:S 
ofco #6lc. /\°-y:^;^=l>t^IL— ?lc33l^T«. CP 
UCCentral Processing UnitXDSaS'fb-^'/X- Kt'VT.'? 
(D;»t§Miblc,!:t^O\ ±5ELfc=i>7^>'y^S^U 

[0 0 0 4] 

[#g^A^i¥)*LJ;a<!:r«lSS] LfcA^oT. Ji-Vi- 
;i/=i>ifiL— S!lc. ±KEL/czi>7^>'ytc<tin*nTo^ 

[0 0 0 5] *fg0SliC(7)cfca:&tt>a[ciS5^T^*tlfc 

tcDrsu. /\°-y:^;^=l>t^IL-^[ci3l^T. T'^u 
a >^P A[c«|&^ti;5Btij(7)=i >5^>y^ 
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[0006] 

^Bi^fk^ISi:. Ty'J'r-'y3yyn^^hf'e>Ati 

iti^immm^mi^TTyu'r-'yayyn^^haiiE 

s'tt^wsr « t. T^J^-^yayya^^^ 

yj^-'yayyn^^himfi^t^mfi^^mt^^ts 

[0 0 0 7] fi«^3(ciBK©if|g5aa*>Stt. A;b# 

t\^iiyy'yyizma^nTi^^mimmmicii:i!:s.t^ 

m^m^mi^z^y^yy^vimtt^vmitx^ 

yyt. yyV'r-^yayya^-^'hf^iiXtlitL^m 
tm^mi-^zyy'J > a yyn ^"^i^cDiEltt^W 
St«¥y^7.x-y T",!:. T^V 'T-~y a VT'P'^^AA^ 

fb L/i: =1 >x y :^«DWSSgSli:*ffS; L 
[0 0 0 8] il5f<^4[ciBt6<73Jff±iJ«Wi> A;':*ti5 
Bg^a^ffli^T =1 y^yy^^^itt^^^itx^ y ^ 

*ffli^T7':^';'>— >^>:^□•^^5A(DiE^tt^f|JSr 
«WSX5^ yyt. yyv ^-'y ayyn -^^ixfi^s a 

TBi^fb LfcBi^^. iScfcO-ii^fbXT^ 'y yrBf^fb L 
tcziyy^yy^. -y T-tDfiJSIS^tcjntfS LT. 

T7>J^-zy3y7a<7'^Ix[zimt^im7.^'yyt 

^^trsaa^-if ffisaasBicUff* -li^ =i > if n — ? A^ 

So 

[0 0 0 9] n1m^ [zmm(Dmm.vmmw.. nim^ 
wcisi^Tii. xtii^ti^^y^y''^\zmwist\Ti^^ 

tl. Bi^^^ffll^T=l>5^>'y*^Bi^{b*tlSo Sfc. 
^ U y — > a > ^ □ 6 A;*: * ^EH^ffl 



^ ffl L^ T Bi^fb L fc Bi^^. is cfc t>1i^{b* tl T S □ 

y^y''ji5\ T7u^-'y3y7a^'^h[zim^n 

So 

[00 10] 

^:©/^°-y:^;l/=l>t:°a— ?f(PC) i ieeei394/U2 

Ell lc,Tx-r<t-5^DVU=l-^~(DVR) 3. -fe-y h h-y 
^7)t'-y<7X(STB) 4. aSctO^/N- KxVX^(HDD) 5») 
i:gSi^tl^L^So r^SS. IEEE1394/U2^f^LT^i^l 
^"tlS=l>x>yt±. CPTWG (Copyprotection Technical 
Working Group) ■eJiS^nS^'T-t^XtS^lDTLA 
(Digital Transmission Licensing Administrator) £^7 
'T-bvxtS*^ (J-XTs DTLA:&^<!:iBKE-rs) icm-^ 
L^TBi^<b^tl^L^So 

[0 0 1 1 ] /\-V:^;l^=i>tiL-^ 1 (i. 6^ 

^YLTSSw^nro^S. IEEE1394'1'>^7x-X1 K 
CPU1 2. RAMI 3. R0M1 4. KxVX^:? 1 

5*^bliJ?)6*tlSo IEEE1394'1->^7i-X1 Hi. IE 
EE1394/U2:Sr/t-LTs -teroSIS (DVR3») A^SA:': 

*ns=i>^>'y^. /\°-y:f;i/=i>if i— Si i re» 
^mrjiTyv'r-'yayyn^^h aXT. mmitiT 

l^s. =i>^>'yic*fLTB±. m. mmtfi^mrj: 

Tyj'r-'yayya^^h^^ micTyv'r-'yay 
tK^t^) Kimt^o ^tc. IEEE1394<>-?7x- 

XI Hi. yyvo—i/ayammLtcziyy'y'y^. 
IEEE1394/U 2 LrfttcDilgiictU;':^^, 

[0 0 12] r^SS. Z7U^— >a>7P-5^^Ati. /\ 

-Kx-rx-^i siciB'tt^nrisy. romi 4iciBli* 

nTl^SBIOSlca-rJXCPUl 20$iJffltC<t:oT. RAMI 3 
:fp-Jf^AtCj^LTti. DTLAa)<taSlii^->7,x/:.rot 

EHKn^fiS/ctolcli. T7U^-'y3y7a^'^h 

y^y'y^^i£izmmLrj:i^'^:^§mmmzmmt^s 

[0 0 13] Z.Z.Z\ KEHKnlcti. I D<!: Signature 

mm^^mmt^^t^z^v. jELi^m^z&^^ttim 
mz^^o z.(Dm-^(DMnic^^-ozi^^. trs.t>-^. 

(gi3) miz^^o $fc. fn^(D^n^^. \\)ts\^n 
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[0 0 14] 02li. IEEE1394'f'>^7i-X1 1 (DP 
«ISmfiE^J^/T^LTO^;S„ $ij»2ni. 166613940 
^7x-X1 1 (7)§gP^fflSPT^o X\iitl^2Ht. IE 
EE1394/U 2 6^6 A:^#n;5. DlLklj^T^mtitlT 
l^^ziVxV'y^glt'f^tt^-TCCKCopy Control Infomat 
ion)^tttig|5 2 3(ctli:/:t5, CCI^aiSI5 2 3li. AtB:^ 
g|?2 2A^6A;':*n^=l>7^>'y^DTLABi^fb-^^gP 

^tlTl^^SCCI (2e-yh) ^IttULT. SiJ»2 K D 
TLABi^fk • ^^gp 2 4 . fccfctf □ >x 2 5 

[0 0 15] Si5. CCHi. S^6Mtl)P*nTl^«=iy 

icj^ LTPFRi^nTi^s =1 if-(DSij«i^/Txrif IE 

0 0, 10, 0 1, 1 1©4iffiS©Xx-h!fj« 

S5o CCIA^OOCCopy free)T&?>m-^. MllS^t^^y 

C<!;^mP*LTU^^„ CCI(73Xx-hAM 0 (One Genera 
tor Copy Possible) -^-S^^^. S^CSfSziVxV'yic 

Tl^^o CCiroXx- h!b'«0 1 (No More Copy)-e£^Ji 
*ffSr«=l>^>'ytts CCI(D7.^-h!Ej«1 OTS> 

l^«o CCKDT.^'-hjEj^l 1 (Never copy)r£«^^. 
J^tCSr « =1 >5^>'y ICS* LTli =1 lf-!b^rFpI#nTU^S 

[0 0 16] DTLABi^fk • m^^2 4 it. CCI|||ttig[!2 
3 6 A;': #nfcDTLA:^xCrBi^fk#tlTl^^ □ 

'y*«^U =i>x>>y«SgP2 5icai:':t5o */c. 

DTLABi^fb • a^gP 2 4 tt. □ y^SSgP 2 5 )b^6 
A:^#n;5=l>xVy^. DTLA:&iC(7)ffll^Tlii^fbLT 
X\iitl^2 2[c\iitlt^o DTLAIig^{b-a^SP2 
4lCj5tt«Bi^fbi3<J;tf«^l±s DTLABg^fb • a^SP2 
4<!:a>5^>'y^tli:^L/i:gB (DVR3^) (DFaicfcHt 
DTLA^xC^S«#nTl^;5ffll:^iiEfF^!Ej«ii^7 L/c 

[0 0 17] =l>7^>'yffiiig|5 2 5lis DTLABi^fb • ^ 
^gp 2 4 6 A;': * tl^S =1 > 7^ > 7 ^ Bi^f b L T 7" 7" U 

^-'yay^mmt^o $/c. =i>5^>'yffittgi?2 5 
lis 7':^i;'>— >3>!b^5A:^#n;5s ni^fb^nTu^ 
□ >7^y 'y LTDTLAUi^fb • m^^ 2 a ic«$& 
t^o ^iB'li&P2 6ii. =i>5">"yffiagP2 stcjstts 
Bi^^bSaii[cffll^6tl;5y-xaKs^. ccitDXx- 

[0 0 18] 03li. □>7^>'yffiiigP2 5(7)pa^« 
(7)^«ii&P4 1 (gl4) 3b^6A;^I^n;5^EliKnA^iE 



[0 0 19] f^fo-e. li»iigP3 1 li. T'^Uy— > 

m U ^(D^S6W^£;t§Signaturei:«LC^6^S6^^ 
fJSU SI»^S!Ej«Signature,!:^Ll^ (^KaKnjb^ 
mmcD^CDTib^) t^i^Ltc^-^. #6lc. ID^Sign 

CCI|$tiJ&P2 3A^6A;':*n;5CCI(7)X5^-h[C)ntj;S 
■r^V-XlIK s^K^^tiJU V-xaK s33j;t>'SLi5f 
^fflL^TBi^^Kc^^jSLT. Bi^^b•^i^&P3 2[C 

3 0BTi\7bm^ 2 0BTi\) micwmti^. S/c. at 
SgP3ia. CCI©Xx-h*. Bi^aKc^M^^r^ 
«lclii^1ffE#*Dg|3 3 3lcaj;bt5= iSic. atiigp 

3n±. T'T'U'jr— >3>(7)a«iiSP4 1 *^5A;':#n 

a^^jaU Bi^»Kc^^iSS«Ka^fflLNTBi^<bL 

rassgP4 1 ictii:ht^. 
[0 0 2 0] lig^fb • a^&P3 2 ti. DTLABi^^b • 
gP2 4!b^6(Da^*nTi^«=i>^>'y^. atasP3 
1 !b^6«Diig^aK c ^ffll^Tlig^^bu Bg^ifigf^tiipsp 
3 3icai:^-r«= s/c. Bg^fb • a^sP3 21*. ni^it 
|g<^nsP3 3!b^6(D. iig^{b*nTi^«=i>x>'y^« 

^ LTDTLABi^fb • ft^SP 2 4 Ictil:^^ 
[00 2 1] Bf ^■tffgfTtJlOgPS 3 (i. Bt^ft • «^&P3 
2A^6(7)Bi^ib^n/c=l>7^>'yic. CCiroXT^-h 

n^evenSfctiodd (1 e-> h) ©Bf^-ff fB^^^JlO L 
7^7 U^— >3>(7)Bi^'l$B)l?*fSP4 2 (04) 

tiitit=s>o ^tc. m^ifief>fj)pgP3 3tt. iii^if$g«*ff 
gP4 2!b^6«Diig^{b*n/c=i>x>'y^. vg^it-m^ 

^2 2lCiiitlt?>. 

[0 0 2 2] iii4ii. ziyy^yy ic^Lm^. im. m 
mma^^mr^yy^ ^— > 3 ycDmrn^a y^m^^s l 

TO^^o S*tS&P4Hi. T'^Uy— >3>^P<?'5A 
7 U':r->'3>'6^=l>5^>'y(7)gS^Fj|§&-r«tijtc. IB 

tc. =i>x>'yffifl|gP2 5(DatagP3 uctii:^t5c 

S/c. atagP4ni. Bi^1f$g»MffSI?4 26^6A:^I# 

iii^lf$gic-&$n;sBi^^K c (Dmi^^mm^ 

(even $ /cliodd) A^t7] V 6 tlfc A^S*^^/T^r 'If E 
lemur. ^«agP3 1 A^6(7)®«^KarBi^{b* 

nro^^sBi^aKc^^i^u Bi^{b-ii^&P4 3[ctti 
[0 0 2 3] m^mm^m34 2ii. Bg^mmtmms 
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MM 2li. Bi^fb • H^SM 3 A^5(7)Bi^^b*n/c=l 

y5^>'y^Bi^'lfg<t}]pgP3 3 iziii:ht^o 

[0 0 2 4] Bi^ft-^^g|54 3l±. Bf^lf $g»«f gP 4 

2!b^6©A:^#n;5ii§^SiK c riii^fb#nTi^«=i> 
u □>^>'yi!assi54 4ictB:^r5, s/c. ni^fb- 

^^g|54 3li. =l>5^>'ySaSg|?4 43b^8A:':*ti;S=l 
[0 0 2 5] =l>5^>'ySaSg|5 4 4[i. As^l^tlfcZlV 

agp 4 4 [i. i%^m^mB^ 4 2 6^jm/T L/cni^it $6 
ic^tti^QQmmfi^in^(OT\ =i>^>'yjaiagP4 

[0 0 2 6] S3b\ IEEE1394'r>^7i-X1 1 ^ 1 fi 
(DLSKLarge Scale Integrated circuit) fHiiftl 
«\ 0 SIcD ji 4^ 6 ^ ^ * ti fc =1 > 5^ > ^ ii^/' * T cfc 
a ^ ^lE^^ a t ^ s: ^ A'^^fg ^ ^ ^ o 

[0 0 2 7] 5>;tCs Ty^^-i/ayic^iy^yy^A 

IK^Sr^o C©A:^iaiatt. IEEE1394'r>-?7x-7.1 

1 tcDTLA:^xCr-Bg^^b#nTi^«=i>x>'y!Ej«A:^* 

^(7)CCI6\ CCI|t£lig|52 3T'^ai#nT=l>^>'y 
ffi-aSP2 5(7)^tSSP3 1 lcA:^*n. DTLA:&^T'lig^ 

it^tiTi^^=\y^y'yi3\ DTLAHi^fb • a^gP2 4T' 
ii^*tiTa>5^>>y«sgP2 scomt • a^gP3 2 
lcA;':*tifcftlcilff^ti;Se 
[0 0 2 8] X^-yT'S UCfcl^T^ T^T'iJ'b— >3> 

^ns^s =i>^>'yffiKgP2 5(DatagP3i!Ej«gt:f- 

[0 0 2 9] X5^-y7S 2[Ci5U^T. a^Sg|?3 1 ti. 

m-^. X5^-y7S3[c)lt-o 

[0 0 3 0] 7.^y7S3[ZiSl^Z. aiag|53 1 
CCI(7)X5^- htcmi-^V-XHK s^liiB1ig|52 6 

c^^^U fii^ft-a^gP3 2ictti:>:t§o $/c. m 
«agP3 1 li. Bi^^K c ^mm^9^~y<fmm 
r«^^x'^o[cu4z-y hr^o 

[003 1] X5^-y7S 4[Ci3l^T. ^'■a&P3 1 
®«^K a »ttiffl'lfE^ffll^T®«^K a ^^JS L. * 
6[C. ®^^Ka^ffll^TBi^^Kc^Bi^{bU 7^7 

uy— >3>(7)S«agi5 4uctti;>:r^o mmm34^ 



[0 0 3 2] xx-y7s 5[ci3l^T. m^it-m^^3 

2ti. DTLABf^fb • 1I^gP2 4A^6(7)1I^*tlTl^;5a 

y^yy^. mwm^3 i A^6(7)Bi^^K c ^ffli^TSi 

^fbU iig^1f^g^^tM3 3[ctti;^l1-«o 
[0 0 3 3] 6 [cJSOnT. Bi^'l$g<^|]PgP3 

n) f^e>m^^^mm^mu m^it-m^mit^ 

6 (DBi^ft* nfc =1 >x >'y [c<Tti)P L 7 u > 

4 2ti. Bi^'H$gic-gsti;5. Bi^aKc(7)M^/f^/T^r 

«^s&r«= Bg^fb • a^sP4 3 li. Bg^aK c m^^T 
=i>x>'y*a^u =i>x>'yiaissP4 4icaj:>:-r 

[0 0 3 4] x^-y7S 7^i:^3L^r. a'iagP3ni. 
^T©=i>x>-y^=i>x>-yffiilgP2 sf^^yyu'^ 

— >3>lctil;^)L/cA^S*^^fy:£ U ^T(7)=l>xy'y 
^ [ii^ L T <h f L /c Jf^. X ^ -y 7 S 8 iCat 
tJc 7.x'y:^S8lCj5l^Ts atS&|33ni. gB(7)^ 
'rT^#BSr«C<tli:<tt). l^$(DBg^aKc!Ej«fflU^6 

Bg^aK c m^>^e>tiTi^mriim&m?s^mMLT 

[0 0 3 5] •?-(D^s Xx-y7'S 8[ci50^T. 0^$(7)Bi 
m^^. 77"-y7S9lc^lt;o 77^-y 7S 9[ci5lNTs m 

ffli^TBi^aK c (wm u Bi^ft • m^m 

0lc'J-t>y htSo 

[0 0 3 6] ^(7)ft. X5^-y7S 4[CSU. X5^-y7S 

7T'±T(Dz\y5'yy^tii:hLtctm&^n^t7:\ IX 

mt. X5^>y7S 9rBi^^K c 6^Miff*tlTl^«(7)r 
evenf'P>odd[zmm^e>tl^o C(DBi^aKcCDM«ff 
^/TxtlflgtcJ^fSLT. atagP4 1 *^6Bi^ft • «^ 
gP3 2lCili$&#ti;SBi^aK c ^,M?lf#n^o 
[0 0 3 7] ^3b\ X5^-y7S 2[ci3l^T. IflliE^Kn 
*''iEJI©^jCDrii^l^<!:W:^*tifc^^. X5^-y7S 1 
OimtSo X5^-y7S 1 0[ci3l^T. ^'■a&P3 1 li. 
yy^J^-'yaycDmWm^A 1 [cS^LT. IflliEli^Rl 

[0 0 3 8] Tyj'r—yay-cMm^ntcziy 
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5^>'y^lEEE1394/U2^ctti;^I■r^j!^!.a^c-z)u^T. me 

lis T'^Uy— >3>(7)=l>7">'ySaiig|5 4 4^C^50^T 
[0 0 3 9] X^yyS 2 1 tCfclNTs T^yijy— >3 

>(7)a«Sg|54i li. =i>7^vytli:^©g«. iBM LT 

5^>"yffiiigP2 5ro^tiigP3 1 [ziiifjt^. 
[0 0 4 0] x^yys 2 2^c^5o^T. mtm^^s i 

li. ^tSSM 1 6^6(DI!liiEaK n A^IE*I(7)t(7)7-S^ 
Lfc^^. X5^'y 7 S 2 3 [Cjit-o 

[0041] xx'y7's2 3^c^5l^Ts atasps i 

r«V-7.aKs;&aiB1fSI52 66^6iiaAtliLT. V- 

m^33 2lcimt^o X^•y7S2 4^c^5L^T. Stf 
SgP3 1 li, atS^M 1 *^b©^iSffi^^K aWtUffl'IffS 

l^T> X^'y^ S 2 2-^-Sfi)6LfcB§^aK c^Bg-^fb 

u >3>(7)a'iagi54i icai:^t^o at 

agi54n±. Bg^aKc^&a^LT. iig^ft-a^sP4 

3ictli:^r«= 

[0 0 4 2] X^yyS2 5[c^{,^T. T^V^-'ya 

ycD^^it • «^SP4 3 tt. atasP4 1 *^6«Diii^ii 

Kc^ffll^T^ =l>^>'yjaiagP4 4!b^6A:^*n/i:=l 

y^yy^vsmtu v§^m^mm^A233j:zfv§^m 
mtmm33^ffLT. w§mt-m^m3 2ictiitit 

[0 0 4 3] Xx-y^S2 6lCj3LNT. Bf^^b • a^SP 
3 2[i. xx-y:/s 2 3f-a*iag|53 1 6^8A:^#tl/c 

gP4 3) !b^6«Diig^fb*n/c=i>^>'y^a^u dtla 
m^^t-m^^2 4iciiitit^. 

[0 0 4 4] X^yyS 27 IZiSl^Z. DTLAPf^fb • 11 
^gp 2 4 li. □ >>y«ligP 2 5 (DBi^fb • a^gP 3 

2f^p>A:h^ntcm^^nzi^^^y^y'y^. dtla* 
xC^Bi^fbU Atti;':&P2 2[ctti;>:r§o 

[0 0 4 5] X5^-y^S 2 8[Ci30^T^ Atti;':SP2 2 
ti. DTLABi^ft • a^gP2 46^6(7)DTLA:&^-eili^{b* 
nTl^«=l>^>'y*IEEE1394/U2tCtli:^t5= 

[0 0 4 6] X5^■y:^S2 2^C^3l^T. MMMK 

29[zmtSo X5^-y^S2 9[Ci3l^T. ^«SgP3 1 
li. T'^Uy— >3>(7)^«iigP4 1 [CS^LT. miEt 

[0 0 4 7] $fc. C(7)tti;':Saii[ci3l^T^J. iSELfc 



[0 0 4 8] J-X±(7)<i;-5[c. *IISfe(7)Jf^®[c<i;tlH\ IE 
tclf^ IEEE1394-r>^7i-X1 1 (75=1 >7">'yffiii&P 

K n(DiEltt^WSr«a>x>'yffiii&P2 StDStS 
&P3 1 IC. ^Elcffiffl^tlfclfiiESK n3t)^^^^nTl^ 

>3yuxh^iB'ti*iJ:. ifiiEiaiia)^. m 

SS&P3 1 ti. IfEIIK nlc^$n^lDi:Signature(D 
nTl^SMIEaKnli. ID,!:Signature!b^J^,!:SoTl^ 

So 

[0 0 4 9] ^fc. croU*':?— >3>UX hlcULT 
l±. ^(Dftf/TtDtfD^-O^-^^-y h-^IEEE1394/\~X2 

§a)^.-y h7-^«:r>Lr. S«iigP3 1 iciBfirs:^ 
EaKn(DID(DMSB(Most Significant Bit)«!|(DF/TSe 

±T(Dy7v 3 y^. iE^iS^)(DT■^^su^<!:flJ^ 

[0 0 5 0] ttc. z\y^y'yum^2 sf^syy^j'T 
-'y3y^(0^y^yy(0iiiti^miu '^(DmWi^^ 
h^=&^LT. =\y^y'y(omi^m(Opfjm 

^yy'p^^'yT.^h^i^mLrcztic^aLTs iL-+f' 
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